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Wall St. Enforcer s. : 
Among the Spovks? || 


However else his tour at.the Central ; 
intelligence Agency is remembered, | 
. William J. Casey will be recalled as a 
Girector who wasn’t reluctant to ‘Sign - 
cu independent-minded subordinates. 
_First,. there. was Admiral Bobby Rk. . 
Inman, who was chief of the National 
Security Agency and, it. wag said, : 
wanted to run the C.1A. himself ; Mr.” 
Casey made him deputy director. And : 
now,. Ine New York Times: reported - 
last week,. Mr, Casey —.the expected : 
‘conservative opposition notwithstand- - 
ing —- is about to make Stanley Spor-. 
_ kin, head‘of the Securities and Ex. 
change Commission’s enforcement : 
, division, the agency’s general counsel,” 
'_. Thanks in‘ large measure to his in-' | 
vestigations. of. Corporate dishonesty, .: 
and to his belief that the public is enti- q 
tled to know what government is up to, 
Mr, Sporkin is credited with restoring 
considerable luster to the. securities 
commiission’s revutation. Mr. Casey 
- evidently: believes he can help’ do the. 
_Same‘for ‘the C.I.A: And Mr- Casey 
knows from first-hand experience that ; 
_Mr, Sporkin'is hard to push’ around, | 
_ even when influential parties are in- | 
. volved. In 1972, when Mr. Casey was. 
‘chairman ot the securities commis- 
“sion, Mr. Sporkin overrcde a go-slow c 
advisory from the: White House, -: 
“passed along by Mr. Casey, and re.’ 
fused to delay an~ investigation of 
\ financier Robert L. Vesco. es 
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BACK TO THE OLD DA vs : 


If the exact number of people em-_ , 


(see mene arer eer mere 


Pre 


ployed by the U.S. Central Intelligence - 
Agency is kept in deep secrecy, 
more so is the number of those in Lang- 
Jey whose job it is to 
. people’s letiers. It is said to be sizable. 
And they are kept pretty busy. For 
only hobgoblins in Karel ae 5 stoty 
could read letlers without opening the 
‘envelope. At Langley the envelopes are 
not only opened but also resealed so as 
to leave no trace of any violation of the 
privacy of correspondence guaranteed 
by law. 


even - 


read other — 
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As “A pole ny 
* Gat. BK 6.2% Bo 


At one time the Watergate scandal, 


’ which cost Richard Nixon the presid- 


ency, scared many and resulted in a 


SE SES poy ee 


- with the mails. Now, howeve-, 
- a growing kry in the U.S. for uotting an 
‘ end to the!"post-Walergate gy ‘hdrome.” 


. 16~pare pros 
“Jy already been drafted, 


slight abbreviation of the CLi's prero-— 


its right .o meddle 
there is 


gatives, including 


CIA Depity Director Boboy Inman 
threatened to resign if its former pow- 
ers were wot vestored to the Agency, 
But he hek not had to resit na. A nel 
fantial order has teporlad- 
wilh pre tés- 
What the 


sional expettise, it is said. 


-»final decision is expécted to re can be 
~-seen from the accompanying 


cartoon 
from the U.S. News and World Report. 


V. GRIBACHOV 
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THE “CYCLONE” MOVES IN AT LANGLEY 


by Louis Wolf 


On December 11, 1980 President-elect Reagan an- 
nounced his selection of William Joseph Casey to suceed 
Admiral Stansfield Turner as Director of Central Intelli- 
gence. The announcement trumpeted a message to the 
American people and to peoples and governments around 
the globe of the much-heightened priority the new adminis- 
tration would give to the intelligence apparatus. 


It is essential to review Casey’s controversial curcer in 
light of the central role he is expected to assume in the 
Reagan-Bush administration. He is in fact the first DCI to 
be made a member of the President’s Cabinet. Nearly every 
press report would have readers believe that Casey’s con- 
nection with intelligence was confined to his World War Il 
service in the Office of Strategic Services, the predecessor 
of the CLA. As we shall demonstrate, this is not the case. 


Background 


William Joseph Casey was born 67 years ago in New 
York City. During his teens, he was nicknamed “Cyclone” 
by schoolmates because of his volatile temperament. After 
earning a Bachelor of Science degree at Fordham Universi- 
ty and a law degree at St. John’s Univeristy, he was admit- 
ted to the New York Bar in 1938, a year after he joined the 
Research Institute of America. In 1942, General Wilham 
“Wild Bill” Donovan recruited him into the OSS under 
cover of the U.S. Naval Reserve when it became apparent 
that Casey’s poor eyesight would disqualify him from ac- 
tive sea duty. At 29, he became chief of the OSS sccret 
intelligence branch in the Western Europe sector, and from 
his London office, coordinated several hundred men in- 
volved with the war’s most sensitive intelligence and sabot- 
age missions in Germany and France. 


After the war, he worked closely with General Donovan 
and some of his OSS colleagues in the formation of the 
CIA. He is known to have argued strongly for the institu- 
tionalization of covert action as the moving force of U.S. 
postwar intelligence. He proudly claims a role in helping to 
establish how the CIA would be organized and function. 
Cascy also applied his intelligence experience to the 
Marshall Plan, the postwar economic recovery program 
for Western Europe. which was central to the U.S. strategy 
of limiting the influence of the socialist and communist 


unions and political leaders. Cascy was a key advisor tothe . 


Plan during the early 1950s. 


Still with the Research Institute of America, Casey also 
lectured at the New York Institute on Federal Taxation, 


AUBHNGH RatRélease Bub 1ib8i0ss: GIA-RDP9 1-008 


Street orientation took shape as he joined the Institute for 


\ 


Business Planning, a subsidiary of the Pr-ntice-Hall pub- 
lishing company. He stayed there for seventeen years and 
carved out a niche for himself as an author and editor of 
various manuals for business people and lawyers. Among 
the 30-plus publications that would earn him millions were 
such evocative titles as: “How to Build and Preserve Execu- 
tive Wealth” and “How to Raise Money to Make Money.” 
During his unsuccessful 1966 campaign fo: a congressional 
seat, he bragged: “I'vé made all the money in business that 
my family could ever spend.” ot 


It was one of the Casey tax manuals that stirred up a 
hornet’s nest. In 1964, a lawyer-author who had submitted 
a book manuscript to Prentice-Hall brought a plagiarism 
suit against Casey upon realizing that >l4 pages of teat 
from the work, which the firm had already rejected, found 
their way into the text of one of Casey’s manuals, His 
deposition was taken, the transcript shows that he swore at 
the author’s lawyer, now dead, and threatened ina string of 
expletives to “kick your ass out of here.” The judge in the 
case has since stated that plagiarism had indeed been com- 
mitted. Even Casey has admitted there was plagiarism, but 
alleged that his subordinates were to blame for it though he 
was editor of the manual. While Casey represented that the 
judge had ordered the record sealed on his own initiative, 
the judge told Congress it was Casey's lawyers who had 
done so “for the purpose of expunging tre verdict and the 
record of the trial and possible attendant publicity.” 


William Casey ; : 
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Verification - 
SALT Is | 


| 


By Henry S.Bradsher” “'.. 


Washin glor Star Stal: Writer * 


Answering a query from Sen. Jesse 
Helms, RN.C., the acting director of. 
the Arms Control and Disarmament 
Agency has written that the agency, 
“before our SALT review is complet- 
éd.” is unable to assure that Soviet: 
compliance with SALT I and II can: 

‘be adequately-verified. 2: -~ 2s 

The last two-directors of the arms: 
control agency: had’ written. to the | 
Senate Foreign Relations Committee 
during discussion of SALT If that | 
treaty compHance’could be ade. 
quately - vertfied..- However, “some | 
sources said there-have been signifi 
cant changes im the situation since 
then, 0. leLesatie: MOP hy 

The current acting director of the - 
agency, Michael Pillsbury, wrote to. 
Helms within the fast day or two that- 
verification could not be confirmed 
pending review of-the sitration. 
Pillsbury’'s letter queted a statement | 
by President Reagan that the Soviets 

_lie and cheat.- See LP Se ais 
The answer, signed by Pillsbury: 
‘said a full report is bemg prepared. 
“Of course, before our SALT review" 
is completed,” it said, “we are unabdl a 
to reassure you that these agree- 
‘ments are adequately" verifiable: at_ 
the present time: * °° 0-7 se 

“Clearly, in matters: of arms. con-: 
trol verification” the reply contin~. 
ued, “our review-must: be guided by . 
the president's warning about.the. 
Soviets on. Jamy29,.-1981. He..said; 
‘, ..the only morality they recog-. 


nize is what will further their cause,. 


“meaning they reserve..unto- them 
selves the right to,»commit -any- 
crime, tolie, to-cheat; in order-to at- - 
tain [a one-world socialist or Com- 
munist state}, and that is moral, not 
immoral, and we operate on a differ- 
ent set of standards. I think when 
you do business with. them,.even at + 
a detente, you keep thatin mind.’ *.. - 


_Said, he would recommend that the 
‘administration not comply . with 


from Secretary of State Alexander M. 


The reply is expected to touch off - 
a hew controvery on Capitol Hill and 
in the Reagan administration on the- 
Strategic urms limitation treaties 
with the Soviet Uniom: ©” : 

The person identified by White 
House officials as Reagan’s intended 
nominee to be the permanent head. 
of the arms control agency, Eugene - 
Rostow, said yesterday that he has in | 
the past emphasized “the enormous 


| 


difficulties of. verification.” He said ‘ 


this would have to be one of the first ' 
_ issues to be considered if he is nom- 


inated and confirmed by the Senate. : 


» Helms has puta hold on any action 
on Rostow.-pending assurances: on. 
who would staff the agency under 
Rostow,:- whom Helms considers to be 


.a liberal. The conservative-North 


Carolinian: was among 12 senators 
who: on Feb; 18 urged Reagan to 
hame Pillsbury as the agency’s dep- 
uty director. 5 0 ero . 
Pilisbury’ letter to Helms added a 
new complication to a.confused ad- 
ministration situation on SALT. Ap 
interdepartmental group.has been | 


meeting to review policy on-it, but: | 


no basic ‘decisions. : have: been- 
reached, SE oe Ao 

The group has, according to in- 
formed sources, been moving closer, 
than previous administrations have. 
ever gotten toward formal findings 
that the Soviet Union has violated 
the two SALT treaties. SALT I was 
ratified and went into effect in 1972, 
and SALT II was signed in 1979 but 
never ratified. © -. 6 0 

A former. arms control agency of- 


‘ficial who had been critical of the ; 


treaties, John Lehman, said last / 
month in his new. position: a3 Secra4 
tary of the Navy that there is no legal | 
basis for the United States-to honor 
the agreements. If asked, Lehman 


them. 7". iy ge ieee a 
This brought. a quick rejoinder 


Haig Jr., who felt his official prerog- 
atives were being preempted. , 

“ Calling Lehman’s statement unau-j 
thorized, Haig. said; While-we are | 
reviewing our SALT policy, we will 4 
take no. action that would undercut | 
existing agreements so long as.the.. 
Soviet Union exercises the same re-_ 
straint.” 7 foot 


! 


_ Haig’s statement raised the queso 
tion of whether rhe ad ministration 


Seignious If and Ralph arte II, the. 
last: two arms control agency direc-: 


' During the committe.'s consider-' 
ation of SALT if in 1979 the then” 
cad of tne Cla Adm Stanstiela 
Turner, and of the National Security 
Agency, Adm. Bobby fiman testi-_| 
Hed that the: treaty was verifiable. | 
Inman is now deput ead of the | 
TH, Which plays a key role in ana- | 
‘lyzing verification questions largely | 
on the basis of data co acted 97 the 
NSA, nO = ; 

But there have always been gow | 
ernment technical experts and anal. | 
ysts who have disagreed with the 
assurances on verifiability. 

To a telephone interviaw from his:i 
office at the Yale Law Sct.ool, Rostow 
said that the possibility of Soviet 
concealment of Weapons and thedif~j 
ficulties of determinin:: the num, 
bers of warheads on Soviet missiles ; 
had always been: stregsad ‘by him. ! 
Rostow is a leader of the Committee? 


on the Present Danger that has op-. 
posed SALT If. It has take-an the posi-: 
Hon that the treaty “is far from being: 
Verifiable,”----—- sana 


‘ 
i 
1 


set nee eee ween 
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The Director of Central intellizence 
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Washington, D.C. 20505 


April 14, 1981 


MEMORANDUM FOR: The Secretary of State 
The Secretary of Defense 


The Assistant to the President for National Security 
Affairs 


SUBJECT : Concern for Protection of Intelligence Sources 7 


1. Much of the information on world events that is available to the 
Administration is derived directly and exclusively from sensitive ‘intelli- 
gence sources and methods. In making public statements relative to specific 
events, Administration officials frequently find it necessary to draw upon 
personal knowledge that is based at least jin part on such highly classified 
intelligence. 


2. The current situation in Poland, for example, has created news 
media pressures for anything known regarding Soviet actions and intentions, 
and it is unfortunate that some information has been revealed to the media 
in such a manrer as to indicate or imply intelligence sources. Such 
revelations as have occurred could easily prompt the Soviets to take 
countermeasures thus denying us information at a time when its continued 
availability is critical to U.S. interests. Similar revelations to the 
media in the future about this or other situations could Significantly 


impair our long-term ability to collect foreign intelligence around the 
world. 


3. I therefore strongly urge you to ensure that any public statements 
based directly on classified intelligence be avoided. Should you or your 
staffs judge. circumstances warrant consideration to use sensitive intelli- 
gence information for public release, the Intelligence Community stands 
ready to lend immediate assistance in Sanitizing the information to minimize. 
adverse intelligence consequences. 


25X1A 

miral, U.S. Navy 

Acting Director re 
DISTRIBUTION : 
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FUCA: PIM 


ae . 


Jvj- discusses ‘proposals’ to. ease. current 
‘restrictions on domestic. intelligence’ sur- 
‘yeillance “by” the . Central «Intelligence 
‘Al gency, and the Federal Syreau of Tnvesti- 


‘that: the:CIA and other ‘intelii- 

wd” gence ‘agencies can’t: function 
because of restrictions that have been put 
on. them, The blame for this situation - As. 
most frequently placed on Congress, ° 


z These ai ar guments are patertly false, 


“y-The restrictions commonly’ ‘complained’ 
‘about, those dealing. with) covert: intelti- 
‘gence collection, were enacted by’ the last 
-EWwo presidents, Ford -and Carter, through 
the “issuance of executive’ orders. These 
restrictions were largely based on the rec- 
sommmendations .of. a: special, commission, 

known -as ‘the Rockefeller Commission, 

which President Ford appointed to seek 
ways to correct the abuses of power which 

‘the CIA-and_ similar. agencies: | had com- 
anitted ‘under Watergate and ‘in so ckie 


“were” sicsvered everyone "agreed they 
aire wrong. . seed ae 

2 The CIA neat no ‘ines spyin on. inno 
cent Arnericans who had done nothing more 
than speak out against an administration’s 
policies in Vietnam. ‘The FBI had no busi- 
ness ,tr ying ta smear: the, reputations. of 
individuals: who had honest disagreements 
withé an administration’ 3 policies...’ : ¥ 


i, There is no.reason why our! ‘Intelligence 
agencies should be involved in activities of; 
this kind... These activities did: ‘nothing® "to 
strengthen our national security =-'in fact, 

they undermined it by attacking the basic 
rights and freedoms of our society and by | 
diverting the agencies’ attention from seri- 
ous national security threats.” 


For these reasons; our intelligence Sgen-, 
‘cies and our nation as a whole have been: 
strengthened, not weakened, by the ‘execu: 
tive - orders | preston Ford and ° Carter! 
issued. ..3, firs. vb 


therein ea apie 


te tele ~~ 


Dy" leday’s” ‘sunday! Fortim: “Delaware's 
juaior senator, Democrat Joseph R.. Biden 


circulated in the community against. you! 


‘Stated that” the” president: is 


itant. role’. 


agencies where it belongs. 
security interests abroad. ‘The orders ve 
place responsibility for internal security) 
threats where it belongs — with the FBI. 

And the orders help ensure that the rights of; 
innocent’ American citizens ‘will be pro-| 
tected from unwar cane actio s by any of 
these agencies. | Ob 

: These. vare. all steps, that, ‘needed: to be 


taken. SStte : 


In spite ‘of these facts, hawevee the arg 
ments that our intelligence agencies aren't 
being allowed to do their jobs ‘continue. tak 

* And so it is not surprising tnat, with a new 
‘administration | now in power, efforts would 
be mounted to-undo the recent reforms;', ‘| 
. The first of these efforts surfaced several. 
weeks ago, when it was reported that pro-; 
posals ‘were being’ circulated | within: the’ 
administration:.to relax the ‘ presidential 
restrictions on intelligence agenc ctivi| 


itty 


These paowosale’ wolild*(1) let: the an 
become involyed again in domestic spying; 
(2) downgrade the authority of the attorney 
general to oversee enfocrement of the pres- 
idential orders and to make sure’ 'intelli- 
gence agencies are complying with the law; 
(3) reduce the agencies’ responsibility :to 
report evidence of criminal wrongdoing to 
the Justice Department, and (4) virtually, 
remove restrictions desigued to see the, 
privacy of innocent citizens, <7)" 

- If current restrictions weré lifted, we 
would largely be back where we were. If. 


_your son or daughter participated in a cam-' 


pus demonstration to protest, say, U.S. pol-, 
icy in El Salyador, the CIA could start a file’ 
on him or her. If you spoke out forcefully: 
against some government policy, a a_file: 
‘could be begun and your mail opened — all) 
without your knowledge. Rumors could be! 


Farfetched? No. ‘These’ things happened! 
before, to eae law- apeine, fame 
like yours.' . | 

. Fortunately, it now appears “thai the! 
enthusiasm for: these proposaLs is not 
shared by President Reagan ; oe other key! 
officials in his administration. -2:02.2¢)0 4-7) 

. White House counselor Edwin Meese has! 


“absolutely 
opposed to the CIA getting into domestic: 
spying.” Attorney General William French! 
Smith has said that “there is no question the! 
attorney. general i is going to’ play an impor- 
(in making. sitre intelligence : 
agencles comply. with the law). Deputy CIA | 
Director” Bobby Inman has indicated that | | 


— on American 


the proposed revisions Wil not he adopted 
in their present form. 

» These statements are re iss- uring. I partic-| 
ularly welcome the pres dent's Capes 
to the first of the four proposals: But the 
issue is by no means finally. settled, and} 
there is still reason to be concerned andi 
watehful. .-: Ce eed: 


Tae 
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AMERICAN SURVEY | 
CIA 
It's independent 


WASHINGTON, OG 


The shooting of President Reagan has 
revived a number of familiar policy argu. 
ments, among them the role of domestic 
intelligence. Predictable questions are 
being raised. Are there threats to the 
president’s safery, and to public order 
generally, that are going undetected? Are 
_there things that government agencies 
should have known about Mr John 
Hinckley, the alleged assailant, and oth- 
ers—such as Mr Edward Richardson, 
apparently a second would-be assassin—— 
like him? Is greater vigilance in order? 
Even though there seems to be agree- 
ment that the president was the object of 
no discernible conspiracy, many people | 
in and out of government have expressed 
@ vague sense of unprotectedness. That ; 
leads not merely to calls for_a more! 
efficient secret service with more names: 
in its computer, but also toa nostalgia for 


the days when certain other agencies—in| 


particular the Central Intelligence Agen- 
cy and the Federal Bureau of Investiga- 
tlon—wers watching the home_front 
more carefully. 


Nobody has yet publicly urged the rer 


os ee eae 
Casey's men embarrassed him 


(counter-intelligence Programmes) of th 
JA proved F OF etsas e220: 
wiretapping, break-ins and various at- 
tempts to poke through the rubbish, 


to resume the controversial “cointelpros” 


| 


damage the financial circumstances and | 
break up the marriages of dissidents. But 
the bureau itself, under the direction of 
Mr William Webster, a former federal 
judge, is unlikely to be enthusiastic in any 
event, in as much as it is still dealing with 
the legal trouble from the last time 
around. Testifying on Capitol Hill this 
week Mr Stewart Knight, the director of 
the secret service, complained that un- 
duly burdensome restrictions on the EBY 
were preventing the bureau from learn- 
ing, and passing along to the secret ser- 
vice, certain useful bits of intelligence. 
But at thesame hearing, Mr Webster said 
that his agency wanted to be careful not 
to send the secret service a lot of 
“garbage”. : fs 

_The CIA may be another matter. 
Among Mr Reagan’s most popular cam- 
Paign themes was the promise to un- 
shackle the intelligence community. Even 
as winter was turning to Spring in Wash- 
ington, there surfaced a transition memo- 
randum <alling for a new domestic intelli- 
gence effort involving the CIA. It 
reminded many of the ill-fated “Huston 
plan”, a broad internal security pro-| 


> gramme Jatinched under President Nixon 


but cancelled after a few days because of 
a tantrum by the late J..Edgar Hoover, 
head of the FBI. Some government ofii- 
cial who thought the old days had not 
been so good leaked the memo to the 
press, and Mr Bobby Inman, former head 
of the super-secret .National Security 
Agency and the new deputy director of 
the CIA, disavowed it during his senate 
confirmation hearings... _ 

., That is one curiosity of American intel- 
-ligence: the CIA does not always behave 
bureaucratically in a manner consistent! 
with its public image. The agency is! 
distinctly cool to the Prospect of reviving. 


‘its domestic “Operation Chaos” of the! 


1960s and early 1970s. And it has caused | 


some grief within the Reagan administra- 
tion with a recent drafr report from its, 
National foreign assessments centre, ! 


‘Questioning the evidence for the charge 


that the Soviet Union is financing and! 


fomenting international terrorism. The | 
report contradicts the assertions of Mr! 


- Richard Allen, the national security ad-| 


viser and other foreign-policy spokes-| 
men, and so it has been sent back by Mr: 
William Casey, the director of central , 
intelligence, to the inteHigence analysts : 
for “review”. That is bound to revive the | 
arguments over whether intelligence | 
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State Dept, Military ° 
‘Shun Homosexuals. 


: gh awe sve 

SiIn the “fall of 2 21957. Franklin®, 
-Kameny,.an Army. Map Service as.” 
tonomer with aHarvard PhD, was on | 
assignment in Hawali when he was « 
‘surprised by a call; ordering him“ 
back to Washington! es 

“Mr. Kameny,” his ‘Superior - told” 
him when he arrived, “we have in-'! 
‘formation that you . are a homosex. ., 
ual.” oe * ‘ 
"A month later he was ‘Tred, anda 
hard-fought legal battle against his 
dismissal! ended in failure when the’ 
Supreme Court refused in 1961 to 
hear his case. “> .* 

Kameny’s confrontation’. scene 
-was echoed oné day last’summer at 
the super-secret National Security | 
ECR, when. an intelligence anal- 


‘GAYS AND GOVERNMENT 


By Donia Mills °°" 
“and Phil Gailey 


.” Washington Star Staff Writers es 


oe 


,fight the ruling. In the end, the man, 


Fifth of a Series 
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Sameny’s Long Ordeal Personifies Wider GayStruge! if 


yst was called in by his superiors and | 
told they had information ‘that. he | 
was “leading a gay lifestyte.”. ; 
But-this time the outcome was en-. 
tirely different ~ a dramatic testa 
tion of the gains made by gay ; 
government workers. since the be. 
ginning of Kameny’s ordeal. i 
: Instead of quietly resigning, as his* 
superiors urged him to do, the NSA ; 
employee did what dozens of other * 
-gay federal workers have done over. | 
the years — called in Kameny to help : 


ot yonly managed to retain his job,* 
tan was also eventually. promoted. ° \ 

“The intelligence analyst, whose * 
‘Vaentity has remained secret be | 
cause of the sensitive nature of his | 
work, was just. the latest beneficiary 
of what Kameny calls “our nation’s 
longest war” — an 18-year battle to 
overturn federal employneot bar- 
riers against gays.., ’ 


SOHO 


“Vice Admiral Bobby Taman, who 
as head of NSA approved the deci- 
sion regarding the gay analyst, has 
since gone:to the CIA as deputy di- 
rector. His:move gives Kameny hope 
that agency, too, may scon consider 
softening its policy © on ie employ- 
ment os pays. : 


JBXCERPTED 


ze 


fe. ansct a. 
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_ dispute is disagreement over the extent to which cryptographic research should 
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SECURITY OR CENSORSHIP? 
THE CRYPTOGRAPHY CONTROVERSY 


by 
Rodney H. Cooper 


i 


TATINTL 


Cryptography, the study of secret codes and cyphers,’ has long been the- 
preserve of governments. In 1952 the United States Government created and 
designated the National Security Agency (NSA) to be the sole agency respons- 
ible for developing and employing cryptographic techniques on the govern- 
ment’s behalf. It was also richly endowed with funds to encourage research in 
this field which, was carried out, often with joint sponsorship of the National 
Science Foundation (NSF), at a limited number of universities.? Until recently 
the knowledge gained from this research was distributed on a highly restricted 
“need to know” basis — the only keyword on research papers was MOST 
SECRET. But in the 1970s cryptography began to emerge from the shadows. 
Books such as The Ultra SecreP were published, universities with Computer 
science faculties began to offer courses in cryptography and a scholarly journal 
was established. By the end of the decade issues of national security and 
academic freedom were. once. again on collision course. At the heart of the 


remain classified’, This article will discuss some of the issues involved. ; 
It is not generally recognized, even by the informed public, that cryptography 
represents a large, expensive and important part of the global equation of 
security between nations. Secure communications are essential for diplomacy, 
policy-making and military planning and operations. Governments need to be 
able to transmit and store vital information without leakage and encryption 
systems make such security possible. At the same time governments recognize 
implicitly the importance of having a capability to “break” the cyphers of their 
opponents, for this too enhances. the security of the more skilful government. 
The tension between these apparently contradictory principles is accepted. Con- 
sequently, cryptography is a study of cyclic efforts. As each technique or code 
system is invented, a penetration effort is mounted to by-pass or break it and 
governments must evaluate the cost of penetration (and preventing it) in terms 
not only of dollars, time and people, but also in relation to the value of the 
information being stored or transmitted. If the cost of penetration excceds the 
value of the information gained then the encryption system may be said to be 
effective. Nonetheless, cryptographic research and operations are very expensive 
— the NSA’s annual budget exceeds one billion dollars. - ‘ 
One fear, however, haunts security planners — the fear that the vartables on 
the global equation may slip and destabilize the balance of security. With the 
growth of public and published research in cryptography, slippage in one vital 
part of the equation is already taking place. Such is the extent of non-govern- 
ment research in the field that in 1979 Admiral Bobby Ray Inman, then Direc- 
tor of NSA {and.now Deputy Director of the CIA) broke with established | 
precedent to warn publically that: “There is a very real and critical danger that 
unrestricted public discussion of cryptologic matters will seriously damage the 
ability of this government to carry out its mission of protecting national security 
information from hostile exploitation.” Until Admiral Inman spoke out it was | 
virtually unheard of for the NSA Director to make a public statement of any | 
kind. Given: the Admiral’s reputation as an honest efficient bureaucrat who | 
“thrived in the spotlight of Congressional oversight” of intelligence operations,’ 
his concern should not be dismissed lightly. Where in the spectrum of low 
intensity conflict could the expansion of cryptographic research make a 
difference? . :¢ 
Terrorism is one form of confliet which could benefit from the extension of 
cryptographic knowledge, since the effectiveness of terrorism depends yeah 
largely on accurate information about intended targets.’ Since information on 
the plans and activities of security forces and the leaders or other persons they 
are supposed to protect is usually stored or transmitted in code or cypher, a: 
or Bek capability would be useful to terrorists. In most western countries 
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